Defending Laptops with MinUWet

By Erick Engelke




Laptops and our future?

m |aptops now outsell desktops
m We expect continued growth of laptops

m |aptops present new opportunities for
learning and budgets, but also new IT staff
challenges

m |aptop security iIssues are time-consuming
for staff




Solution:

We need a strategy which encourages
responsible client laptop management




Continuum of Security

none - anarchy

available but optional

heavily enforced




Accessible Security?

m make technology simple to conceptualize
though not necessarily understand

m It becomes part of the culture

= examples:
= privacy of PIN numbers on debit cards
m security of SSL web sites




How to Encourage Security

m Educate Remind

= Reward Nag
Embarrass
Punish




Possible Education Points

1. secure your Computer
= Antivirus, Workstation Firewall, Updates, ...

2. secure your applications
= MyWaterloo, SSH, Secure IMAP, VPN

3. secure yourself

m best practices, (strong secret passwords), avoid probable
malware

users can conceptualize these points, but will they act?




MinUWet

Setting minimum standards
m NAA detects OS at login screen

= highly vulnerable OS’s must endure a scan
using MinUWet (currently only MS Windows)
= Antivirus enabled and up-to-date? Freshen!
m OS getting patches?




MinUWet
Setting minimum standards

(cont.)
NAA detects OS at login screen

highly vulnerable OS’s must endure a scan using
MinUWet(currently only MS Windows)

= Antivirus enabled and up-to-date? Freshen!

s OS getting patches?

HTTP always allowed, download patches

pass test... get additional or “premium” network
access




MinUWet
Setting minimum standards
(cont)

m other OS’s are not affected

m Users who do not wish to participate are
granted web-only access

= Will still do existing security scans and
SNORT

= complementary solutions add more security




Some MinUWet Facts

Idea Is similar to Cisco NAC and MS NAP

MinUWet is compatible with all existing hardware and safe with
non-MS OSs.

local expertise, we can adapt it

Cisco and MS solutions are stronger but more difficult to run
and inflexible

MinUWet doesn’t have to be hack-proof, it just has to be better
than today’s mess!

MinUWet - retired upon better options




Statistics from Two Week
Engineering Trial

6486 NAA Windows sessions
m 3161 or 49% of sessions ran MinUWet

628 distinct users ran MinUWet
m 168 or 26% of them failed the test initially

/5 or 45% of those who failed later passed.
= this indicate users upgraded their systems

Zero security threats observed by IST




Campus-wide Rollout

s Thursday March 2nd
= “help desks” co-ordinate information sharing

= Friday March 3rd —

= appears in Daily Bulletin
= brief message appears at each wireless user login

= both messages point to a web site where users
can learn more and test their laptops
(http://minuwet.uwaterloo.ca)

m Thursday March 16t
= MinUWet goes live and enforces user security




W Metwork Authentication Appliance - Microsoft Internet Explorer

File Edit Wiew Favorites  Tools  Help

M — A
@Back > I ﬂ \ELI _.\] / I Search ‘w:.,\ Favarites -5:’-“|

Address |,g‘f http: {fmaggot. uwatetloo,cafloging j

AR R

Undveraity of

Waterloo
% University of Waterloo

authentication Page UW Network Authentication Application
Wireless Help

What's MNew Userid: arick

IP address: 129,97,99,221
MAC address: 00:02:b3:c0:52:87

Disconnect

You have successfully completed the login process.

Effective March 17, 2006, all wireless M5 Windows clients will be required to use
MinUwWet in order to be granted more than HTTP/HTTPS (weh) access. To learn
rore, wisit this site

University of waterloo

200 University Avenue West
Waterloo, Ontario, Canada N2L 3G1 ARILEINE A TALENT TANSY
519 588 4567

campaignwaterlon

contact us | give us feedback | httpAfwww uwaterlon.ca
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a UW Metwork Authentication Appliance - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

@Back - _,.' - il \ELI _"| I P ! Search '-{;'_';I:'Favurites {-‘“

Address @_‘]5 https:fimaggat. wmaterloo, cafloging

Univesraity ol

Waterloo . . S
13 University of Waterloo

o

suthentication Page UW Network Authentication Application
Wireless Help

wWhat's New Userid: erick
IP address: 129,97,99.221
MAC address: 00:02:b3:c0:52:87

Disconnect |

You hawve successfully completed the login process.

You now have limited web-only access (http and https). To enable additional
protocals, you must first run MinUWet,

AT |

University of Waterloo

200 University Avenue West
viraterloo, Ontario, Canada MNzL 3G1 INILEINE L TALERT TRRSY
519 388 4567

campaignwaterloan

contact us | give us feedback | http:/Awww, uwaterloo.ca
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K=l UW Wireless Clienk

Results now dizplayed.

Success!

Tour computer meets TNAT requirements.
Tou are granted prefom networl access

The decision was bazed on the followang MW et results

[o%5 Win5 1 Service Pack 2
|T_Tp date |enahled

\Antivirus  |[SAV version 900338
VirusDefs  |02/03/2006 OK
|ﬂ?5tatus ||:|1=:

WirelessSSID |




K21 LW Wireless Client

Results now dizplayed.

Fail!
Tour computer does not meet TNW's mummum requirements for networke access.

Contact yvour local computer administrator or help desk for assistance.

Tour antiviris product is installed but not actively monitoring your computer|

The decision was based on the following MnTl'Wet results

o Win5.1 Service Pack 2
|T_Tp date lenahled

\Antivins  [Symantec AntiVirus Corporate Edition, 10.0.1.1000
WirusDefs  [02/02/2006 OK

|;-’-'1H3tatus |n|:|t eniabled

WirelessSIID |




Thank you




